
Freedom of expression, freedom of argument, and freedom of 
doing business are parts of human rights. This is what must be 
encouraged and protected intensively by the government. In other 
words, however, the technological advances in particular of 
relevant information and cross-border transactions also have 
strictly produced the adverse negative e�ect disturbing the public 
security.  Based on the problem, the government through the 
Minister of Communication and Informatics (Menteri Komunikasi 
dan Informatika/Menkominfo) had issued the Regulation 
(Peraturan Menteri Komunikasi/ Permenkominfo) No. 19 of 2014 
on Handling Internet Websites Containing Negative Content.

As long as the Permenkominfo exists, its implementation also has a 
signi�cant impact on freedom of expression, freedom of argument 
and freedom of doing business in Indonesia. This also is a root 
cause why Suara Kebebasan, as a platform of activism for freedom 
in Indonesia, conducts this study on this Permenkominfo. The study 
we conducted from July to September in 2018, intends to �nd out 
the implementation of the Permenkominfo and encourages the 
policies of the Menkominfo which are transparent and e�ective in 
preserving freedom of expression and freedom of doing economy 
in Indonesia.
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Freedom of expression, freedom of argument, and freedom of 
doing business are parts of human rights. This is what must be 
encouraged and protected intensively by the government. In 
other words, however, the technological advances in particular 
of relevant information and cross-border transactions also 
have strictly produced the adverse negative effect which is 
disturbing the public security. The serious problem is connected 
with consumer’s protection on both electronic transactions and 
website contents that are negative, for an instance.

Based on the problem, the government through the Minister 
of Communication and Informatics (Menteri Komunikasi dan 
Informatika/Menkominfo) had issued the Regulation (Peraturan 
Menteri Komunikasi/ Permenkominfo) No. 19 of 2014 on 
Handling Internet Websites Containing Negative Content. This 
regulation is also oriented to follow up on public reports, but even 
since the beginning of the regulation has overwhelmingly faced 
condemnation and challenge from civil societies.

Yet, at the time, the regulation was not only published in the 
transition period, but also was viewed to have positioned the 
Ministry of Communication and Informatics (Kementerian 
Komunikasi dan Informatika/ Kemenkominfo) as the single actor 
in the implementation of this policy. Restrictions on human 
rights itself must be regulated through laws and actions such 
as site closure must also involve law enforcement officials and 
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through the judicial process. As long as Permenkominfo exists, 
its implementation also has a significant impact on freedom of 
expression, freedom of argument and freedom of doing business 
in Indonesia.

This also is a root cause why Suara Kebebasan, as a platform 
of activism for freedom in Indonesia, conducts this study on 
Permenkominfo No. 19 of 2014. The study we conducted from 
July to September in 2018, intends to find out the implementation 
of the regulation and encourages the policies of the Menkominfo 
which are transparent and effective in preserving freedom of 
expression and freedom of doing economy in Indonesia.

We divide this policy paper in six parts. The first section is 
begun by providing various information about the background 
of the regulation’s publication. The second section describes 
the implementation of the regulation, including the relevant 
stakeholders. The third section addresses deliberately the polemic 
of the regulation’s implementation, followed by the section on the 
response from both the government and the civil society.

In the fifth section, we present a policy analysis of Permenkominfo 
based on the findings of this study. Then, in the final section, 
we propose a number of policy recommendations to urge public 
policies that are transparent, contextual and relevant for promoting 
and protecting the freedom of expression in Indonesia.

 

Adinda Tenriangke Muchtar, Ph.D.  
SuaraKebebasan.org
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Background 

The Minister of Communication and Informatics (Menkominfo) 
issued the Regulation No. 19 of 2014 (Permenkominfo) since 
July 17, 2014, that had been promulgated by Amir Syamsuddin, 
Minister of Law and Human Rights under the administration of 
Susilo Bambang Yudhoyono-Jusuf Kalla. This regulation was 
completely published on the basis of Law No. 11 of 2008 on 
Information and Electronic Transactions (ITE Law) and Law No. 
44 of 2008 on Pornography (Pornography Law).

In its implementation, the Ministry of Communication and 
Informatics (Kemenkominfo) had formed a forum for handling 
internet websites containing negative content chaired by 
Bambang Heru Tjahyono, the Director General of Applications and 
Informatics (Ditjen Aptika) for the Kemenkominfo. Some ministries 
connected to the Permenkominfo include the Ministry of Foreign 
Affairs, the Coordinating Ministry of Political, Legal, and Security 
Affairs and the Ministry of Law and Human Rights. In addition, 
several institutions such as the Attorney General’s Office, the 
Creative Economy Agency, the National Agency for Combating 
Terrorism (BNPT) and the National Narcotics Agency (BNN) are 
also involved in the implementation of the Permenkominfo.
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With the existence of the regulation, the government has a legal 
basis of the authority to block sites considered negatively charged, 
such as pornography, SARA (ethnicity, religion, and race), gambling, 
and other illegal sites. These are regulated in the Permenkominfo, 
in Article 4 (1), states, “the type of negatively charged internet 
sites that is handled as referred to in Article 3 in letter a, namely: a. 
Pornography; and b. Other illegal activities are based on the provisions 
of the legislation. Its mean is that the government can act actively 
on one side, and public participation is more likely to involve 
reporting negative sites on the other.

Regarding the implementation of the ITE Law, the Ditjen Aptika has 
the primary duties and functions in formulating and implementing 
a policy and a technical standardization in the field of informatics 
applications. The Ditjen Aptika is under the leadership of the 
Menkominfo known as the Department of Information (1945-
1999); the State Ministry of Communication and Information 
(2001-2005); and the Department of Communication and 
Informatics (2005-2009).

Actually, ITE Law No. 11 of 2008 had experienced amendment 
even though it is limited in the ITE Law No. 19 of 2016. Yet, 
the ITE Law passed under the Susilo Bambang Yudhoyono’s 
administration had brought many undeniable victims, started 
from ordinary citizens (E.g. Prita Mulyasari) to political figures  
(E.g. Basuki Tjahaya Purnama, DKI Jakarta Governor). During a 
decade after its enactment, there were 245 reports derived from 
the regulation (Gerintya, 2018). More worrying, in fact the reports 
of the ITE cases tend to increase significantly in the political 
moment or general election (SAFEnet).



3

Policy Paper on Ministry of Communication and Informatics Regulation  
No, 19 of 2014 on Handling Internet Websites Containing Negative Content

Moreover, the budget, which has been allocated to the 
Kemenkominfo for executing the mandate of the relevant laws 
such ITE Law and Pornography Law in its relationship as a 
technical ministry, is reaching more than five trillion rupiah 
(ranked 19th out of 34 Ministries) for the year 2018. It has been 
in proof that this ministry gains the fund more increasing, from 
year to year, coinciding with the enormous growth of public 
expenditure as well as Indonesia’s Gross Domestic Product (GDP)  
from year to year.

Therefore, in this report, one of the programs under the Ditjen 
Aptika is about handling internet websites containing negative 
content. In the 2016 Annual Report of the Kemenkominfo, this 
directorate had a program of Whitelist Nusantara – “which is a 
Domain Name System (DNS)-based system with a filtering system 
development initiative by only providing the recommended 
positive content sites that can be accessed. For the criteria of 
positive content, there are six points as follows: (1) Does not 
violate decency; (2) Does not contain gambling content, violence,  
SARA, false news, and fraudulent solicitation; (3) Does not contain 
content about drug abuse, drugs, invitation to consume alcohol; 
(4) Does not contain an invitation to commit terrorism, radicalism 
and child trafficking; (5) Does not contain spam and malware; and 
(6) Do not break other applicable laws and regulations.

Hence, the regulations in the form of restrictions for internet use 
do not only occur in Indonesia, but also almost all countries across 
the world have legal products functioning as a legal umbrella for 
internet use. It does not mean that the practice of regulation in 
the internet censorship in all countries is the same way. There 
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are many significant differences to the implementation and the 
legal provision regarding the process and mechanism of internet 
constraints, used between other countries and Indonesia.

In accordance with the internet limitation, it is very interesting to 
grasp on how the provisions of internet censorship and limitation 
practice conducted by other countries, especially for those have 
the highest Internet Freedom Index. It could be seen by using the 
Internet Freedom Index published by Freedom House in 2017.

One of the countries at the top rank was Canada ranked 3rd out 
of 65 countries, while Indonesia was in 37th position (Freedom 
House, 2017, p. 24). Freedom House, in its report, stated that 
in general Canada has a large internet freedom from restrictions 
imposed by the government (freedomhouse.org, 2017). Contents 
that fall into the category must be closed, some are regulated 
by the central government but others are regulated by the local 
government. Those blocked by the central government includes 
child pornography and copyright infringement websites, whereas 
local governments regulate such online gambling websites that 
had been blocked by the Quebec Government since 2016 
(freedomhouse.org, 2017).

In Canada, the authorities for regulating the Internet are the 
Canadian Radio-television and Telecommunications Commission 
(CRTC) under the Department of Canadian Culture. This 
commission has the authority to regulate communication on 
the Internet, especially in the form of audio or video. For the 
mechanism to close website, Freedom House noted that there is 
no content on the Internet that can be closed by the Government 
if there is no order from the court and, however, it must be 
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through the judiciary in particular of civil justice. In relation to 
blocking website, one of the common cases in Canada, is related 
to contents that break the copyright.

In 2004, the Supreme Court of Canada ruled Internet Service 
Provider (ISP) that could not be held responsible for infringement 
committed by its users (freedomhouse.org, 2017). In copyright 
cases, for instance, the copyright owner would be able to express 
an objection to the ISP about content on a particular website. 
According to the rule of law, if the ISP receives an objection 
report it must be forward to the intended ISP user. Nonetheless, 
the ISP has no obligation to close the content as when the party 
producing the report is not satisfied with the achieved results, he 
can take a legal action.

More interestingly, one of the parties, which most often sue to 
conduct the website closure through the judiciary in Canada, 
is a media company. In March 2017, for example, the Canada’s 
Federal Court ordered to block one of the software-providing 
websites that were able to be used to watch television programs 
protected by copyright law (freedomhouse.org, 2017).

With regard to the Permenkominfo No. 19 of 2014 on 
Handling Internet Websites Containing Negative Content,  
the Permenkominfo has received much criticism from civil 
societies from either since the formulated beginning and after 
being promulgated. Some of them are Indonesia Media Defense 
Litigation Network (IMDLN), ICT Watch, ELSAM, SAFEnet, 
and PAMFLET. The coalition of the civil societies stated that 
restrictions on human rights for freedom of expression must 
have been introduced through the law. The definition of ‘negative 
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content’ in the Permenkominfo is also assumed to be very broad 
and multi-interpretive, making it vulnerable for the human rights 
abuse (icjr.or.id, August 11, 2014 and tekno.kompas.com, August 
08, 2014).

Anggara Suwahju, Chairman of the Executive Board of the 
Institute for Criminal Justice Reform (ICJR), said that all material 
restrictions should be regulated based on Article 28J of the 1945 
Constitution, namely committing the Law. The Permenkominfo 
No. 19 of 2014 issued after the Presidential Election (Pilpres) 
and the ongoing process of the presidential election dispute at 
the Constitutional Court (MK), but at the same time it was also 
considered inappropriate because it would be a burden the next 
government in the transition period (icjr.or.id, August 07, 2014).

Furthermore, the regulation has brought out the dominant 
authority of the Kemenkominfo, which placed the ministry as the 
reporter, complainant, investigator, claimant, standard maker, 
and judge. Derived from this Permenkominfo, the Kemenkominfo 
also acts as the executor of policies such as in blocking and 
filtering the websites. Such authority is considered too broad and 
uncontrolled, whilst the Kemenkominfo is not the Law enforcer 
authorizing to judge whether or not, the content disputes the law 
(icjr.or.id, August 08, 2014).

This study also explains the potential problems from the authority 
of the Kemenkominfo in blocking of the internet sites based on the 
decisions of other institutions. For example, the Kemenkominfo 
became the executor for the decision of the Financial Services 
Authority (OJK) to launch a list of a 227 illegal start-up Fintech (see 
table 2). Therefore, the ministry then determined the blocking 
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of 227 start-ups Fintech, without further review of the decision. 
Even this kind of action has the potential to ban the ease and 
certainty of doing business, because of the authority to blocking 
from different institutions.

Paying the tremendous attention on the polemic of the 
implementation of Permenkominfo No. 19 of 2014 and its impact 
on freedom of expression and freedom of doing business, Suara 
Kebebasan formulates a policy paper on the regulation. We start 
the review with a brief explanation about the implementation of 
that regulation’s policy.

Moreover, we also will able to explain the problem of implementing 
the Permenkominfo and the responses of the related stakeholders. 
This part will be followed by our analysis to its execution. Then 
we conclude this policy paper with policy recommendations for 
the regulation to protect and support freedom of expression and 
freedom of doing business in Indonesia.

Purposes

This policy paper aims to find out the implementation of the 
Permenkominfo No. 19 of 2014 on Handling Internet Websites 
Containing Negative Content and to encourage the Kemenkominfo’s 
policy that is transparent and effective in protecting freedom of 
expression and freedom of business in Indonesia.

To answer the primary problem, this policy paper asks several 
derivative questions as follows:

a. How is the Permenkominfo No. 19 of 2014 applied so far?
a. What are the problems related to the application of the 

Permenkominfo No. 19 of 2014?
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a. How is the impact of the Permenkominfo No. 19 of 2014 to 
various stakeholders?

b. What are the recommendations for the Kemenkominfo’s 
policy that is transparent, contextual and relevant in 
encouraging and protecting freedom of expression in 
Indonesia?

Methodology 

We conducted this policy study by using a qualitative approach, 
started from July to September in 2018. We conducted a 
document study on the Permenkominfo No. 19 of 2014 and 
related laws and regulations, news, reports, and other information 
linked to this regulation.

We also had used semi-structured interviews with relevant 
respondent to this topic, where the interviews were required 
to deepen and confirm the findings of the document study as 
well as to understand comprehensively related issues on the 
Permenkominfo No. 19 of 2014. The respondent represented 
various backgrounds, such as Menkominfo, academician at the 
Communication Studies, legal experts, members of the House 
of Representative, Law and Human Rights activists, social media 
activists, and journalists. The list of the respondents can be seen 
at the end of this paper.
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The Implementation  
of the Permenkominfo 

No. 19 Tahun 2014

As quoted directly from the website of the Kemenkominfo, 
Henri Subiakto, Expert Staff to the Legal Affairs, had given a 
presentation on how the mechanism of blocking negative content 
sites is executed by the Kemenkominfo. Beside this, the publics 
are able to make complaints of sites containing SARA, violence, or 
pornography to the Kemenkominfo via email: aduankonten@mail.
kominfo.go.id  (kominfo.go.id, February 22, 2017). 

Then, the report will be reviewed by the Public Servant Investigator 
(PPNS) for the Kemenkominfo whether the reported website 
contains the elements against the law, or not. If it is proven to 
violate the law, the website owner could be snared by using the 
ITE Law.

Moreover, the report submitted by the community will be 
accommodated on the website of TRUST + Positives list created 
by the Kemenkominfo. During Rudiantara leadership, as quoted 
from Kompas.com (January 1, 2016), the ministry had formed 
four panels fulfilled by the experts in evaluating the reports 
received. The four panels are the fields of terrorism and SARA 

mailto:aduankonten@mail.kominfo.go.id
mailto:aduankonten@mail.kominfo.go.id
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(ethnicity, religion, and race); the field of Illegal, Fraud, Gambling 
Investment; the field of Medicine, Food, and Drugs; and the field 
of Intellectual Property Rights.

If the reported website actually does encompass elements of 
law violation, the Kemenkominfo will enter the website into the 
TRUST + Positive list and obligate all ISPs to block their websites 
in lifespan of 3 X 24 hours. Based on our interview with Damar 
Juniarto, SAFEnet Regional Coordinator, when the ISP does not 
block websites in TRUST + Positive list within 3 X 24 hours, 
the permit will be revoked by the Kemenkominfo (Interview with 
Damar Juniarto, SAFEnet Regional Coordinator, August 8, 2018).

The Kemenkominfo, on August 7, 2018, introduced a new 
policy that administers the negative-presumed content on 
the Internet, namely forcing ISPs to turn on safe search mode 
on every search engine used in Indonesia, such as Google and 
Bing, to filter contents which infringe the law (inet.detik.com,  
August 08, 2018).

Based on the Permenkominfo No. 19 of 2014 on the Handling of 
Internet Websites Containing Negative Content, there are several 
relevant stakeholders connected with it. The first is the Menkominfo 
as the leader who have the wider authority to implement the site 
blocking policy in Indonesia. The second is in accordance with 
the regulation of state minister, Article 1(4) stated the Directorate 
General of Execution of the policy is the Directorate General of 
Applications and Informatics (Ditjen Aptika).

The Director General that heads the directorate is someone 
who has the authority to commit the regulation. According to 
the Permenkominfo No. 19 of 2014, Ditjen Aptika, which is as the 
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administrator of the website ‘TRUST + Positive’ list as the place 
for any sites blocked, has the jurisdiction to supervise and monitor 
the blocking process.

Since April 2015, the Ditjen Aptika who has not been the only one 
to manage the website of ‘TRUST + Positives’ list, but also those 
four panels involve actively to evaluate the complaints’ reports 
received. 

In addition, the Menkominfo has given special access for the Chief 
of Indonesian National Police (Kapolri), the Head of the National 
Intelligence Agency (BIN), and the National Agency for Combating 
Terrorism (BNPT) that have specifically been functioning to block 
the radicalism and terrorism sites. In this case, they have the 
power to directly block the terrorism and radicalism sites without 
coordinating with the panels first (tekno.kompas.com, Junaury 27, 
2016).

There are five responsibilities for the Ditjen Aptika in formulating 
and implementing the policies and the technical standardization 
in Informatics Applications. These are as follows: (1) Formulation 
of policies in the Aptika); (2) Implementation of policies in the 
Aptika; (3) Forming of norms, standards, procedures, and criteria 
in the Aptika; (4) Providing guidance and evaluation in the Aptika; 
and (5) Implementation of the Aptika Ditjen’s administration.

The Ditjen Aptika has an organizational structure comprising of 
one secretariat of the Directorate General and five Directorates, 
namely Directorate of E-Government, Directorate of E-Business, 
Directorate of Informatics Empowerment, Directorate of 
Informatics Industry Empowerment, and Directorate of 
Information Security. In other words, relied on the 2016 Annual 
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Report of the Kemenkominfo, the budget of Ditjen Aptika had 
reached more than Rp 204 billion with a realization rate of more 
than sixty percent.

In connection with the program of Whitelist Nusantara, Ditjen 
Aptika first blocked negative content since 2010. In its experience, 
the Forum for Handling Internet Websites Containing Negative 
Content (FPSIBN) was formed in 2015 as the increasing number 
of negative sites reported and the Kemenkominfo did not have the 
capacity and the competence in assessing the negative contents. 

Another note from the program of Whitelist Nusantara is that 
the activities carried out are the self-managed way and the third 
parties’ appointment, as well as working with related parties from 
either government, private, other organization, or association. The 
budget ceiling for TRUST + Positive – “generic name of negative 
content complaint program” - reached more than Rp 1.7 billion, 
based on the 2016 Annual Report of Ditjen Aptika. Meanwhile, 
the blocking workflow of negative content and the reason for 
blocking could be illustrated in Figure 1 and Figure 2.

The Related Stakeholders  
for the Ditjen Aptika

The Ditjen Aptika has various stakeholders who are able to 
cooperate in either direct or indirect way. The programs rolled out 
have involved at least five-related parties as follows:

I. Central Government, Regional Government, and Other 
State Institutions;

II. Private sector includes startup companies and existing 
companies;
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Figure 1: How the Whitelist Nusantara System works

Figure 2: Reasons for Site Blocking (December 2016)
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III. Universities and civil society organizations with distinct 
backgrounds;

IV. Ministry of Informatics from ASEAN countries

V. Users of informatics application services

All of these stakeholders prefer in many kinds of aspirations on 
the progress of Indonesia’s informatics application, the desire to 
engage in diverse, and the different influences in input of either 
policy alteration or evaluation of existing policies. 

ITE Law’s Amendment Impact on  
the Implementation of the Permenkominfo

The revision of ITE law No. 11 of 2018 to ITE law No. 19 of 
2016 as one of the legal bases on the Permenkominfo No. 19 of 
2014 also has widely impacted to the Kemenkominfo’s unbridled 
authority in closing the site. Before this, however, the president 
had submitted the law draft of amendment on the law of 
Information and Electronic Transactions (RUU Revision of the ITE 
Law) to the House of Representatives for Republic of Indonesia 
(DPR RI) through a letter numbered R-79/Pres/12/2015 dated 
on December 21, 2015.

Through the letter, the President also assigned the Minister of 
Communication and Informatics and the Minister of Law and 
Human Rights to attend the discussion of the ITE Law Revision 
with the DPR. This revision is the government’s commitment to 
respond to the people’s aspirations that want a change to number 
of the potential provisions to shackle freedom of expression 
through electronic systems.
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In the process, the adjustment had been prepared massively for 
one year by involving the different interest community groups 
and the interest governments in running the ITE Law. One of 
the amendment’s objectives was also closely related to the 
implementation of the Permenkominfo that emphasized content in 
electronic systems as it aimed to solve the multiple interpretations 
on the implementation of Article 27 (3) which regulated insults 
and/or defamation through electronic systems. Thus, the main 
content of the revision had come from a criminal threat reduction 
of defamation.

The government proposed to reduce the criminal threat from six 
to four years, so that there was no need for detention. In addition, 
it was also intended to confirm that Article 27 (3) is a complaint 
offense, in order that there must be reports or complaints from 
defamation victims before being processed by investigators.

Other additional provisions regarding “right to be forgotten” in the 
provisions of Article 26, are as follows:

1. Each Electronic System Operator must delete irrelevant 
electronic information under its control at the request of the 
concerned person based on the court’s decision;

2. Each Electronic System Operator is obliged to facilitate 
a mechanism for eliminating the irrelevant electronic 
information. Given the importance of the ITE Law Revision, as 
it is related to the public interest and the uncompleted process 
within a year, in 2016 these activities were again included in 
the Ministry Performance Agreement.
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Apart from the ITE Law Revision to settle the problem for the 
freedom of expression, the application of the Permenkominfo No. 
19 of 2014, from earlier to present, remains long polemic. The 
following section will discuss the polemic of implementing the 
Permenkominfo from different aspects and look at cases of site 
closure, and the violations of expression occurred. 
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Polemics of 
Implementation of  
the Permenkominfo  

No. 19 of 2014

As explained earlier, the implementation of the Permenkominfo No. 
19 of 2014 from the beginning has widely gained criticism of civil 
society. However, the Kemenkominfo ponders that its side only 
bears out the Law mandate of Article 20 (2a), including the ITE 
Law 11. The article, actually, states the government’s obligations 
are to prevent, disseminate, and employ Electronic Information 
and/or Electronic Documents containing the banned content in 
accordance with the provisions of the legislation.

Thus, inhibiting the site should to be understood as a form of 
digital sovereignty derived from the order of Article 20 (2a) in 
the ITE Law as the Kemenkominfo does not prohibit the press as 
well as remains the subject to the Press Law. On the other hand, 
digital platforms also could not be against with positive law. In the 
case of the Tiktok application for example, the ministry had totally 
acted on the results of opinion polls (3000 respondents) and 
child protection agency reports about the pornographic content 
in Tiktok must be blocked due to the problematic-containing 
impressions (Interview with Henri Subiakto, Expert Staff of the 
Communication and Mass Media for the Kemenkominfo, August 
24, 2018).
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The arguments from the DPR regarding the blocking policy were 
expressed by Syaiful Bahri Anshori, a member of Commission I at 
DPR RI from the National Awakening Party (FPKB) Faction. In his 
view, sometimes the implementation of a policy is very distinct 
from what is mandated by the legislation of a higher hierarchy, and 
other challenges also exist in the realm of DPR’s oversight which 
needs to be more effective. He also considered that “the blocking 
requirements need improvement and suggestion from various 
stakeholders” (Interview with Syaiful Bahri Anshori, Member of 
Commission I at DPR from FPKB, September 25, 2018).

On the other hand, Indonesia Media Defense Litigation Network 
(IMDLN), as one member of the civil society coalition criticized 
the Permenkominfo No. 19 of 2014, stated that the state should 
go through three sets of tests if it is regarding restrictions on rights 
to speech. First, restrictions on freedom of expression must be 
conducted through law. Second, restrictions are only permitted in 
Article 19 (3) of the Covenant on Civil and Political Rights, which 
had been ratified by Law No. 12 of 2005 about the International 
Convention on Civil and Political Rights. Likewise, ICT (Information 
and Communication Technology) Watch condemned the lack of 
clarity on the basis of TRUST + Positive list as a cornerstone for 
creating databases related to content site, besides the processes 
are not transparent and accountable, (tekno.kompas.com, August 
8, 2014).

The objection and criticism of the civil society alliance towards 
the regulation had also lifted the establishment of Friends for 
Fair Information and Communication (SIKA), (icjr.or.id, March 
31, 2015). SIKA demanded the legislative and the executive 
to immediately overhaul the regulations on information and 
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communication. Additionally, SIKA consists of several institutions 
as follows: Alliance of Independent Journalists (AJI), Center for 
Innovation Policy and Governance (CIPG), ICT Laboratory for 
Social Change (ILAB), Institute for Study and Community Advocacy 
(ELSAM), Indonesian Community Radio Network (JRKI), Legal Aid 
Institute (LBH) Press, Institute for Press and Development Studies 
(LSPP), Medialink, Offstream, Media Regulatory and Regulatory 
Monitoring (PR2Media), Public Virtue Institute (PVI), Remotivi, 
Home of Changes in Public Broadcasting Institutions, Satudunia, 
Southeast Asia Freedom of Expression Network (SAFEnet), and 
TIFA Foundation.

The existence of SIKA is greatly motivated by the rampant 
criminalization of defamation, the blocking of unilateral sites and 
the monopoly for ownership of information infrastructure. This 
alliance also thought the Kemenkominfo that is more active in 
issuing the Permenkominfo without through a discussion process 
with the DPR and public participation (nasional.tempo.co, August 
10, 2014).

Less than a month after promulgated, the Permenkominfo had 
also invited criticism from the member of Commission I at the 
DPR as the partner of the Kemenkominfo itself. Helmy Fauzi, from 
the Indonesian Democratic Party for Struggle (FPDIP) faction, 
said that the Kemenkominfo is too busy dealing with pornography 
rather than controlling the terrorism information which is slow to 
handle, even though the legal umbrella for enforcement is clear 
and numerous. He also denounced the process of hindering the 
pornographic sites that are not transparent, and the DPR has 
never been involved in discussing the internet restrictions (icjr.
or.id, August 08, 2014).
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The report of ICJR and IMDLN on Indonesian Internet Freedom: 
Perjuangan Meretas Batas/ Struggle to Hack Boundaries (2000-
2010) also had stated the ITE Law as one of the legal basis of the 
Permenkominfo has been considered deliberately problematic for 
excessive criminalization in freedom of expression and protection 
of privacy in the context of wiretapping.

However, freedom of expression must be respected because it is 
the foundation of democracy, as the regulations have to remain 
indispensable aspect in the one side, and ensuring freedom of 
expression should be maintained exactly on the other. For these 
noticeable factors, a dialogue of suitable policy between the 
government and activists for freedom of expression from civil 
society groups is crucial to introduce a policy which protects 
freedom of expression (Interview with Sunudyantoro, TEMPO 
Newspaper Political Editor, July 23, 2018).

Besides that, the SIKA also emphasized that should the ITE Law 
not regulate the rule of conventional crime in such of moral-
decency crime, evasion and defamation, criminal threatening as 
well as the spread of hatred based on SARA (icjr.or.id, March 31, 
2015). For this, the rule of conventional crime has to be returned 
to the Criminal Code (KUHP).

Those criminal articles have been widely used to silence 
denunciation toward the government and other public service 
providers, including articles on defamation that criminalize 
ordinary people condemning through social media. The following 
Table 1 depicts some examples of cases that use the Criminal 
Code, ITE Law, and other related laws and regulations to deal 
with freedom of expression. Meanwhile, the Table 2 provides data 
on several cases link to sites blocked by the Kemenkominfo.
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Tabel 1. List of Cases of Violation of Freedom of Expression  
in Indonesia

Date/ 
Year

Form of  
Infringement

Imposed  
Laws

2018 Ahmad Dhani, a musician, 
was arrested due to allegedly 
spread hatred and to humiliate 
the president.

Article 28 of ITE Law

May 9, 
2017

Basuki Tjahaja Purnama, a 
former governor of DKI Jakarta, 
was sentenced for two years 
because he ever said, “do not 
want to be deceived by using 
Al Maidah 51.”

Article 156a of Criminal 
Code about expression 
and act of hostility and 
blasphemy

August 
22, 2016

Florence Sihombing was 
convicted because she was 
presumed insulting the 
Yogyakarta’s citizens through 
Path, social media.

Article 27 (3) and Article 
45 (1) in ITE Law 

2015 Prohibition of the 1965 incident 
discussion at the 2015 Ubud 
Writers & Readers Festival

MPRS Decree No. XXV of 
1966 on the Abrogation of 
the Indonesian Communist 
Party

2010 The detention sentence for 
Ariel, a singer of Peterpan 
Band, was because a sex video 
between herself and actresses 
had been spreading

Article 29 of Pornography 
Law Article 27 of ITE Law

July  
19 - 20, 
2012

The police had dispersed 
and arrested forcibly Papuan 
demonstrators in Jayapura, 
Manokwari and Wamena.

June 14, 
2012

Alexander Aan was sentenced 
for 2.5 years as allegedly 
spreading atheism.

Article 156a of Criminal 
Code and Article 27 (3) of 
ITE Law 

Processed from various sources.
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Based on the mentioned data above, it can be seen that the 
Kemenkominfo has implemented the Permenkominfo No. 19 
of 2014 intensively. Since it was promulgated until the end of 
March 2015, the Kemenkominfo had recorded closed 22 sites (icjr.
or.id, August 8, 2014). Even the information also highlights the 
Kemenkominfo which had blocked the sites before introducing the 
regulation on handling the diverse negative content.

In fact, the most of considerable cases using the ITE Law and the 
Permenkominfo was engaged with insult, defamation, pornography, 
blasphemy, and spreading atheism notion, radicalism and terrorism. 
However, the interesting thing is that the Permenkominfo also 
has an impact on economic actors like the financial technology 
industry well known as fintech.

As the consequence, Internet-based financial industry (Fintech) 
is adversely impacted by the blocking policy. Besides Fintech, 
fundamentally, is one of the fastest-growing technological 
industrial sectors in Indonesia, concerning on several activities 
and categories such providing the service of payment, lending, 
crowd funding, financial planning, aggregators, and so on. As one 
of the Internet-based technological innovations, Fintech has the 
role of providing national financial inclusion, in this case, helping 
the need for payment services in economic and business activities.

The Financial Services Authority (OJK), which is in charge of 
overseeing financial institutions in Indonesia, has also begun to 
regulate the fast-growing fintech activities in Indonesia. In 2016, 
OJK issued the OJK Regulation on loan (P2P Lending) regulated 
in OJK Regulation (POJK) No. 77/77/POJK.1/2016. Then the 
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OJK also introduced a more comprehensive regulation as a 
legal umbrella for the fintech industry, covering business scope, 
transaction settlement, capital accumulation, and so on, in 2018.

In practice, the institution also controls fintechs considered to 
break the applicable rules. Based on POJK No. 77/77 / POJK.1 / 
2016, the institution issued a list of 227 illegal fintechs, aimed at 
preventing the losses in public as the impact of the widespread 
application of peer to peer lending (P2P Lending) that disobeys the 
law and suffers the public. Subsequently, the Kemenkominfo also 
blocked 227 lists of illegal fintechs issued by OJK, in July 2018. 
Several cases that involved loan issued by several application-
based fintech companies to the public, deemed detrimental to 
consumers because they did billing that were in intimidation and 
inconvenience (economic. kompas.com, June 6, 2018).

Hence, because of the unclear and unfair blocking mechanism 
between OJK and Kemenkominfo, the problems continue to arise 
about it. Some of fintech companies, which consider that the 
decision is inappropriate and have weak legal channel, strive to 
appeal against the decision from either OJK or Kemenkominfo. On 
the other side, the related institution throws authority from the 
process.

Other problems also arise as the result of confusion from the 
inter-agency blocking policy. Does the defendant appeal to the 
relevant institution or directly to the Kemenkominfo? If going to 
the judicial process, who will be sued, the Kemenkominfo or the 
institution that gives the blocking letter to the Kemenkominfo?. 
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The procedural process of this blocking policy has the potential to 
create the uncertain business for the newly developing industry.

The aforementioned evidences above reveals that the 
implementation of Permenkominfo has enabled various problems, 
including the execution is not transparent and accountable; the 
position of the Kemenkominfo as a single actor is uncontrolled; 
mechanism of implementation is unclear; the negative impact 
on freedom of expression and freedom of business; and 
inducing responses and reactions from the government and 
non-government. We will discuss various responses towards the 
Permenkominfo in the next section.
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Government and  
Public Responses  
on the Permenkominfo

The most important side to understand in this part is that 
respondents interviewed by the authors of this study highlight 
different opinions. Based on the reasonable findings, we categorize 
respondents’ view into four aspects, namely the view on the 
Permenkominfo, view on the policy of freedom of expression, view 
on the ideal role of the state in regulating freedom of expression, 
and the realistic recommendations from respondents to induce 
freedom of expression in Indonesia.

For example, however, freedom of expression must completely 
be protected because it is a basic pillar of democracy as it is 
the wide duty of the mass media to maintain the principle of 
democracy can be well-implemented. The state has a very 
indispensable role in cracking down on the hate-spreading 
groups, but the handling carried out by the state to crack down 
on the loathing groups must be appropriate and in the suitable 
place (Interview with Sunudyantoro, TEMPO Newspaper Political 
Editor, July 23, 2018).
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Blocking access to certain sites by the government is also viewed 
not as a violation of free expression, but it is a form of violation on 
the access right to information held by the public. However, the 
government still has an important role to regulate and curb the 
certain expressions, some of them are the threatening expressions 
for country stability, the attacking expression on other person or 
groups, inflame hatred between groups, and the dehumanized 
humans. This kind of hate expressions must be controlled due 
it can endanger the lives of many people (Interview with Damar 
Juniarto, SAFEnet Regional Coordinator, 8 August 2018).

First and foremost, from the government side, based on the 
existing condemnation of the Permenkominfo No. 19 of 2014, 
Bambang Heru Tjahjono, a the Ditjen Aptika, explained that the 
Permenkominfo is a procedure for reporting the sites that are 
assumed disruption and intended to be closed. The public can 
report under the Permenkominfo through reference to the ITE 
Law and Pornography Law. As such of this, this regulation only 
regulated reporting and processes through the evaluation until 
the decision to be blocked, based on complaints from the society 
(inet.detik.com, August 11, 2014).

Furthermore, Ismail Cawidu, a spokesperson for the 
Kemenkominfo, said the blocking could only be automatic 
through the Permenkominfo on pornographic content and child 
sexual assault, not ISIS or terrorism content. This is because 
these contents require reports from other state institutions, all 
of which are the Ministry of Foreign Affairs, the Coordinating 
Ministry for political, legal and security affairs, the Ministry of 
Law and Human Rights. On the other hand, the Ministry of Law 
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and Human Rights at the time said the Kemenkominfo did not 
need to wait even though its ministry to review it first (nasional.
tempo.co, August 05, 2014).

Minister of Communication and Informatics at that time Tifatul 
Sembiring, who issued the Permenkominfo, affirmed that the 
ministry’s focus is to close or block ISIS propaganda sites by 
revoking or removing the content. The Kemenkominfo did not 
deal with tracking the content uploader and disseminators, which 
were settled by the National Police Headquarters for Cyber 
Crime affairs. Tifatul himself had just blocked the site after being 
instructed by President Susilo Bambang Yudhoyono (nasional.
tempo.co, August 6, 2014).

Until the last March 2015, twenty-two sites had been blocked 
because they allegedly mobilized radicalism way and/or 
sympathizers of radicalism. In its history, the Kemenkominfo had 
also closed the Tik Tok application in July 2018 due to reported 
vulnerable for pornographic content, especially to children. This 
ministry stated that its action was based on the reports from the 
community.

Related to the position and views of Kemenkominfo, Lecturer and 
Expert for Communication Sciences in University of Indonesia, 
Ade Armando, said that rights to express are very important and 
worth fighting for, especially via mass communication, but there 
must be restrictions. With the Permenkominfo No. 19 of 2014, the 
Government has the responsibility to carry out restrictions, one 
of which is regarding to clearly defined pornography. In this case, 
the limitation of right to speech by the state must also be done 
if it violates social order, such as through the hatred expression. 
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Furthermore, there must be clear specifications regarding 
limitations or prohibitions in the Act so that they do not become 
rubber and problematic articles, as happened in the ITE Law and 
Pornography Law (Interview with Ade Armando, Lecturer and 
Communication Sciences Specialist at the University of Indonesia, 
12 July 2018).

Meanwhile, Nukman Luthfie, a Media Social Activist, said that the 
state must protect citizens from crime and other legal actions. 
The ITE Law is the right step because through this legal product 
the government will able to carry out its role in protecting 
citizens in accordance with the constitutional mandate. A realistic 
recommendation to strengthen freedom of expression is by the 
law that regulates the platform, as Germany did in the short term. 
The ITE Law is considered not enough to regulate this matter. In 
this case, digital literacy becomes important, including those that 
include changes in the curriculum of children’s education in the 
long term (Interview with Nukman Luthfie, Social Media Activist, 
July 20, 2018).

On the other hand, civil society demands that there are other 
bodies more competent in assessing whether a site is negatively 
charged, or not. In this case, the Menkominfo should submit a 
request to the court and then the court orders prosecutors to 
block or close sites that are embracing negative contents. Thus, 
the process of closing a site deemed to be negatively charged 
was carried out based on the procedure of the law and carried 
out by law enforcement, not the Ministry of Communication and 
Informatics (nasional.tempo.co, October 08, 2014).
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Problems in the application of the Permenkominfo No. 19 2014 
are the mechanisms which are conducted through political 
way, and not legal proceedings. This clearly hurts freedom of 
expression as part of human rights. Hence, there must be an 
independent body supervising and balancing the Kemenkominfo 
in implementing its policies to be in line with legal channels. 
Although it could constrain freedom in accordance with the 
prevailing laws and regulations and through legal channels in 
the application of its policies, the state must protect freedom 
of expression, (Interview with Anggara Suwahju, Chair of ICJR 
Management Board, July 13, 2018).

The worry of civil society organizations is also a fundamental 
borne in mind for the unilateral action of the Kemenkominfo 
does not provide an opportunity for those who are acted to 
provide an explanation, if it is not a defense on the actions of 
the Kemenkominfo to close their site. Especially in this case, the 
Kemenkominfo is considered to act as a single actor in running the 
Permenkominfo.

The problems related to the mechanism for implementing the 
Permenkominfo also cannot be separated from the unclear definition 
of “public space” in the legislation between the government and 
society. The state has a wide fantasy to punish, threaten, and 
prohibit the products of its legislation. This has caused many legal 
products that are often problematic and are considered to violate 
human rights (Interview with Zainal Arifin Mochtar, Lecturer and 
Legal Expert at Gadjah Mada University, April 28, 2018).

These criticisms for the Permenkominfo also culminated in 
the Supreme Court (MA) on November 21, 2014, where ICJR, 
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ELSAM, LBH Pers, the Indonesian TIK Partner Association (ICT 
Watch), Shelly Woyla Marliane, Damar Juniarto, Ayu Oktariani, 
and Suratim formally applied for the material review of the 
Permenkominfo. Several reasons for submitting it to the MA are 
as follows: First, Permenkominfo No. 19 of 2014 is deemed to 
have failed to formulate clearly ‘negative content”: and Second, 
the Permenkominfo is issued based on the ITE Law and the 
Pornography Law, so that the prohibition in it should not exceed 
the actions regulated in the two laws. For example, it only regulates 
actions prohibited by Article 27-29 of the ITE Law, or prohibiting 
the pornographic content sites (icjr.or.id, November 11, 2014).

However, the Supreme Court did not accept the submission from 
the civil society coalition because the regulation that referenced 
in the Permenkominfo No. 19 of 2014 (KUHAP) is still being 
tested annually by the Constitutional Court. Anggara Suwahju 
(ICJR) asserted that the MA refusal was more caused due to 
administrative problems connected to the submission of judicial 
review and not due to the problems related to the content of the 
Permenkominfo proposed by the civil society coalition (Interview 
with Anggara Suwahju, Chairperson of the ICJR Governing Body, 
July 13, 2018).

Third, the Permenkominfo does not have a basis of a clear law 
in giving strong legitimacy of authority to the Kemenkominfo in 
determining the content of a sites. Fourth, closing the sites and 
the prohibited contents has been actively carried out by ISPs at 
the behest of the Kemenkominfo by referring to the list of TRUST 
+ Positives based on the regulation. Thus, the implementation 
of the Permenkominfo is considered to constrain human rights, 
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which have been guaranteed by the 1945 Constitution. Should 
the Permenkominfo be regulated by Law, which is aimed to 
guarantee public participation in the discussion and ensure 
transparency and accountability in its restrictive actions (icjr.or.id, 
November 21, 2014).

The claim for submission for the whole Permenkominfo is not 
generally applicable as well as that claim must be tested in its 
entirety because it is not valid and applicable generally. The 
Permenkominfo opposites to Law No. 12 of 2011 concerning the 
Establishment of Legislation, Law No. 39 of 1999 concerning 
Human Rights, Law No. 8 of 1981 concerning Criminal 
Procedure Law, Law No. 48 of 2009 concerning Judicial Power, 
Constitutional Court Decision No. 6-13-20/PUU-VIII/2010, and 
Decision of the Constitutional Court No. 5/PUU-VIII/2010 (icjr.
or.id, 11/21/2014).

In its journey, condemnations and suggestions on the 
implementation of the Permenkominfo have been responded 
by the Kemenkominfo, for example through efforts to make the 
Permenkominfo No. 19 of 2014 becomes the Draft of Government 
Regulation (RPP). In this case, two of RPP had been discussed 
with stakeholders consisting of: the revision of the Government 
Regulation No. 82 of 2012 concerning the Implementation of 
Electronic Transaction Systems. Secondly, the new government 
regulation regarding blocking of banned content, (Interview with 
Henri Subiakto, Expert Staff of the Ministry of Communication 
and Informatics in the Field of Communication and Mass Media, 
August 24, 2018).
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Based on the explanation above, the responses and reactions 
from the government and the public regarding the Permenkominfo 
No. 19 of 2014, are influenced by their respective positions, roles 
and interests. On the one hand, the Permenkominfo is deemed 
necessary. It is also considered the government’s obligation to 
ensure public order. The government also considers that policies 
and actions they carried out are based on the mandate of the 
existing laws and on public reports.

On the other hand, for the civil society, the Permenkominfo has 
granted excess authority to the Kemenkominfo. It is also not 
implemented through the legal mechanisms. This Permenkominfo 
is also assumed to have violated human rights with the definition 
of “negative content” which is a multi-interpretation and its 
implementation that is not transparent and accountable, as well as 
exceeds the law that should be authorized to limit human rights. 
The following section will further analyze the Permenkominfo 
based on its application and polemic, and responses from various 
relevant stakeholders.
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Policy Analysis

This section will reveal a policy analysis related to the 
Permenkominfo No. 19 of 2014 regarding Handling Internet 
Websites Containing Negative Content. The analysis is divided 
into several issues that are relevant, important, and interrelated 
in connection with this Permenkominfo, Some of them are the 
application of Permenkominfo; law enforcement; connection with 
existing legislation; human rights perspective; economic freedom, 
as well as the role of the state in relation to the protection of 
freedom in Indonesia.

Implementation of the Permenkominfo

Apart from the existence of this mechanism for implementing 
the Permenkominfo, the existence of the Handling Negative 
Content Forum and the TRUST + Positive list that was formed 
by the Kemenkominfo, the implementation of the Permenkominfo 
still faces several obstacles. First, the role and authority of the 
Kemenkominfo are assessed as single and uncontrolled player in 
executing the Permenkominfo. Second, a process involved in the 
implementation of the Permenkominfo that is not transparent 
and accountable, in such of the definition of ‘unclear and multi-
interpretive negative content.

Third, the implementation mechanism is unclear for different 
cases (big and small players as happened with the closing case 
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for the Telegram). Fourth, the existing Handling Negative Content 
Forum does not guarantee that the parties involved apprehend 
the concept of human rights and use a human rights perspective 
in discussing the Permenkominfo.

In other words, the mechanism gone through by the Kemenkominfo 
in implementing the site blocking policy still has a lot of weaknesses 
and shortcomings, particularly regarding the transparency aspect. 
The mechanism run by the Kemenkominfo is very enclosed, 
including the Handling Negative Content Forum established by 
the Kemenkominfo. The society does not have information about 
the actors in the forum and how they review the proper sites 
whether the sites will be blocked, or not.

In this case, the Kemenkominfo has full power to decide on blocking 
a site. For this reason, it is the paramount to alter the mechanism 
which is placing excessive authority on the Kemenkominfo. This 
can be done by involving other institutions, including independent 
boards and law enforcement official, one of the most likely is the 
judiciary in order to practice the “checks and balances” as the 
community rights to have wide access to certain information 
cannot be harmed easily and arbitrarily by the government.

Law Enforcement

As previously mentioned, the Permenkominfo No. 19 of 2014 has 
received strict rejection from the civil society since its enactment 
in July 2014. Even the civil society coalition has also submitted 
a cancellation request to the Supreme Court, even though it has 
not been accepted because of the administrative reasons.
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In its implementation of the fact, the Permenkominfo is also 
judged not accountable and transparent such as on he follow-
up process of blocking the discriminative sites as well as benefit 
the big players e.g. Telegram. The existing mechanism is deemed 
not to provide space for the parties impacted by blocking sites 
to provide information and pleading. The implementation of the 
Permenkominfo is also not spared from criticism because it does not 
go through a legal process and involves relevant law enforcement 
with the Pemenkominfo as the sole authority to determine and 
close the site.

Therefore, returning the application of the Permenkominfo through 
the legal procedure involving independent boards and law 
enforcement officials (courts and prosecutors) is very important to 
protect freedom of expression and doing business in accordance 
with the applicable laws and regulations.

In terms of protecting freedom to do business and freedom of 
expression, the opportunity for public consultation is still open 
and needs to be optimally benefited. As mentioned in the 
previous explanation, the revision of Government Regulation (PP) 
No. 82 of 2012 on the Implementation of System and Electronics 
Transactions is claimed to have been completed in the hands of 
the Kemenkominfo. The revision is still awaiting the harmonization 
phase of the Ministry of Law and Human Rights.

Public consultation needs to be guarded not only to ensure that 
the draft regulations do not overlap, but also it can be completed 
in short-term duration. The PP revision is also awaited by the 
business actors, while another issue related to the Permenkominfo 
is the revised PP for handling illegal content.
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In this case, the Kemenkominfo will also regulate and impose 
penalties in the form of fines on social media that contains fake 
news and hate speech. This new PP is also still in the process of 
drafting, where the Kemenkominfo is assisted by third parties, 
such as universities. The Kemenkominfo has also assigned a 
special team to conduct comparative studies in two countries, 
namely Malaysia and Germany related to efforts dealing with 
websites with negative content in both countries. Furthermore, 
the Kemenkominfo will adopt the rules in Malaysia and Germany 
in the form of the Ministerial Regulation with Indonesian version 
(liputan6.com, August 4, 2018).

The Linkage between the Permenkominfo 
and Existing Legislations

The content of the Permenkominfo is pondered to exceed the 
provisions of the Act that is the basis, namely the ITE Law and 
the Pornography Law. The Permenkominfo is also viewed to 
have given the excessive authority for the Kemenkominfo in its 
implementation, although the Kemenkominfo is not a law enforcer 
who has the right and authority to block the websites. Blocking 
websites must involve law enforcement, such as courts and 
prosecutors as well as through legal proceedings.

Another fundamental problem of the Permenkominfo is because 
based on two laws, ITE Law and the Pornography Law, which 
is also still problematic regarding the definition of content it 
regulates. This causes the tendency of the application of these 
regulations to criminalize excessively. ITE Law, which basically 
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regulates technical matters related to information and electronic 
transactions, also regulates pornography with unclear definitions 
too, for example. Furthermore, the Permenkominfo also should not 
be used to limit human rights as human rights restrictions must go 
through the law.

By law, we are talking about the standard of limiting human 
rights. The Covenant of Civil and Political Rights which was 
ratified by Indonesia regulates human rights in a limited manner, 
in which restrains of human rights must be based on following 
considerations (1) must be regulated by law; (2) must be reasonable; 
(3) protecting national security and public order; (4) protecting 
public health; (5) protecting community morals; (6) protecting the 
rights and freedoms for others; (7) consistency with other rights 
as regulated in the Covenant; (8) required for democratic society; 
and (9) for public safety.

It means that when the Permenkominfo was made, there were 
noticeable aspects that must be explained in detail regarding the 
restrictions. And, when it is about the restriction, legally those 
aspects must put it in a high-level of legal regulation which is an 
agreement between the executive and the legislative as stated in 
the form of law.

If it is analyzed legally, every policy not only must be made with 
clear rules, but also one of the important benchmarks is that the 
policy must be formulated by paying an enormous attention of 
the general principles of government as stipulated in Law No. 30 
of 2014 concerning Government Administration. Article 8 (2b) of 
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the Government Administration Law, which is further determined 
in Article 10, which includes the following:

a. Legal certainty;

b. Benefit;

c. Neutral;

d. Accuracy;

e. Do not abuse authority;

f. Openness;

g. Public interest;

h. Good service; 

i. The principle determined by the judge as the basis of the 
assessment stated in the court decision has permanent legal 
force.

Therefore, it means that there are at least three essential things 
in the regulation. First, regarding the relationships with the law 
that talks about the substance of ITE, such as the Pornography 
Law, the terrorism Law and others, which are very crucial and 
regulated as the criminal threats written in the Criminal Code. 
Secondly, regarding the principles of restrictions, which should be 
detailed in terms of which objectives the Permenkominfo wants to 
achieve.

In addition, when issued, the policy should pay attention to which 
is the substance that can be regulated in the Permenkominfo and 
which are actually the content of the law. Third, the regulations 
issued must also deliberate the general principles of government, 
which should be the basis for issuing public policies too. 



42

Policy Paper on Ministry of Communication and Informatics Regulation  
No, 19 of 2014 on Handling Internet Websites Containing Negative Content

Human Rights Perspective

Permenkominfo No. 19 of 2014 is based on two problematic laws as 
well as the implementation exceeding authority in limiting human 
rights is clearly vulnerable in human rights abuse, encompassing 
rights to express and rights to make business, as depicted in the 
several cases above. This Permenkominfo shows that legislators are 
still weak in understanding human rights perspectives, especially 
with the tendency to punish, threaten, and prohibit.

Understanding human rights perspectives and integrating them 
into legal and policy products must be carried out to protect 
freedom of expression, which is the most fundamental material 
right of human rights. On the other hand, it cannot be denied, 
the birth of the Permenkominfo also cannot be separated from 
the context at that time, especially the reasons for preserving 
public order in relation to overcoming radicalism, terrorism, and 
extremism as well as preventing conflicts related to defamation, 
humiliation and blasphemy.

In practice, the application of the Permenkominfo also has touched 
the private sphere, such as pornography, whose definition is multi-
interpretation and unclear. In other words, state intervention 
in the private sphere is also inseparable from the demands of 
community groups who want the role of the state in regulating 
morality of community, as determining which private domain and 
public domain are related to the determination of public space.

In fact, the principle of “public sphere” is rather vague in cyberspace. 
As logical subsequence, as part of the restrictions, determining 
between the public and private space limits is also responsibility 
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before starting the restrictions. The absence of limits on public 
space and private space will very likely negate each other. Public 
space will be easily violated by blocking, and at the same time, it 
is also possible to block private space.

Even as shown in the case related to the websites closing displayed 
above, the Permenkominfo has also entered the economic sector 
by blocking hundreds of fintech sites. Amid the rampant digital 
economy and the potential economy produced, the actions of the 
Kemenkominfo have become obstacles to fintech actors to further 
their economic freedom. This also shows how the implementation 
of the Permenkominfo has an adverse impact that is invisible and 
influential on various aspects, including the economic freedom.

Mechanisms and procedures for blocking that are not transparent 
and accountable will become obstacles in the development of 
digital business actors in Indonesia. Precedents carried out by 
the Kemenkominfo in blocking the Internet platform are not only 
a form of human rights violations, but also obstacles to creativity 
and progress in the digital world in this country. 

The Permenkominfo and  
Economic Freedom

The government, in general, has provided greater flexibilities and 
opportunities for the digital technology and internet industries to 
develop in Indonesia. The great incentives for the development 
of the start-up industry in the country are evidence of the 
government’s seriousness in realizing the policy. Incentives in 
terms of tax facilities for the digital start-up industry plus the 



44

Policy Paper on Ministry of Communication and Informatics Regulation  
No, 19 of 2014 on Handling Internet Websites Containing Negative Content

inclusion of digital start-up industries are a priority in cross-
ministerial programs in Indonesia, becoming one of the proofs.

However, the blocking of websites which are considered carrying 
negative content which are carried out by the Kemenkominfo on 
fintech applications is based on recommendations from other 
state institutions (in this case, OJK,). This action has potential 
regulatory barriers in providing legal certainty for business actors, 
which are suspected of violating digital regulations. In the case 
of fintech, the absence of clear and easy access to appeal against 
blocking makes this policy very detrimental to the digital financial 
industry.

The Permenkominfo can be a stumbling block in the growth of 
the digital industry in Indonesia. Blocking on both digital content 
and digital platform providers will create business uncertainty for 
industries that are still developing, coupled with the potential for 
indirect economic losses for the people of Indonesia due to not 
being able to access the features and services provided.

This way that brings the Permenkominfo No. 19 2014 become one 
of the potential factors hindering the running development and 
the developing society in Indonesia, in both freedom of expression 
and freedom of business. The Permenkominfo also influences the 
index of freedom of expression and freedom of doing business 
in Indonesia in the eyes of the international community due 
to the polemic of the content, application, and its impact on 
various aspects and parties, as the Permenkominfo makes a global 
assessment on freedom situations including economic potential 
in Indonesia that is low.
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The government should make a negative internet protection 
policy without neglecting the citizen freedom rights to access the 
Internet. From a business actor’s perspective, making regulations 
more transparent and accountable will not only encourage 
internet progress, but also build trust between digital business 
actors and government. Building an effective and transparent 
blocking mechanism starts from the possibility of a digital business 
actor that could be able to submit an appeal process against the 
blocking imposed.

Freedom to do business that encourages the growth of the digital 
industry is an absolute matter. The government must prioritize 
dialogue and communication with platform providers and content 
creators, so that they can harmonize principles for avoiding 
negative content on the Internet. Blocking should be the last way 
to deal with negative contents.

Therefore, the government should conduct the blocking websites 
policies, wisely and carefully. Protection of citizens will have 
expensive consequences, if simplified into blocking applications 
and internet sites. In order to solve the problem, education of 
internet users or the digital literacy is the best way to counteract 
the negative impact of internet content.

Role of the State

The study on this Permenkominfo highlights that the policy taken 
by the Kemenkominfo is carried out in order to run the state’s 
obligations to prevent and overcome information misuse and 
dissemination, has been considered negative. The role of the 



46

Policy Paper on Ministry of Communication and Informatics Regulation  
No, 19 of 2014 on Handling Internet Websites Containing Negative Content

state is presumed important to protect human rights, including 
freedom of expression and business.

On the other hand, the state is also assumed necessary to impose 
restrictions on human rights, especially in the name of public order 
and interest, and to avoid greater problems. However, according 
to civil society, the role of the state must still be carried out to 
ensure the protection of human rights, and even the state doing 
restrictions must remain in the legal corridor in accordance with 
the suitable legislation regulations.

The Kemenkominfo has seen its role – not in the capacity to limit 
human rights – and only carried out its functions, including closing 
websites based on the public reports and considering input from 
the Handling Negative Content Forum. Meanwhile, the civil 
society also sees the Kemenkominfo not only from the institutional 
elements, but also individuals responsible in it, before assessing 
whether the policies which are issued and implemented by the 
government have the purpose of power abuse and human rights 
violation, or not.

In relation to the role of the state, Public Choice Economist 
James Buchanan argued that there are at least two functions 
of the state: (1) the protection function of government, and (2) 
the productive function of government. The function of state 
protection includes the ability to use coercion from the state on 
its citizens, the application of impartial legal rules, and protection 
of citizens’ rights.

The spirit of the state protection function is clearly reflected in 
the Preamble of the 1945 Constitution through the following 
sentence: “…then than that, to form an Indonesian state 



47

Policy Paper on Ministry of Communication and Informatics Regulation  
No, 19 of 2014 on Handling Internet Websites Containing Negative Content

government that protects the entire Indonesian nation and all 
of Indonesia’s bloodshed.” For example, the existence of an 
independent judiciary, professional police and reliable security 
defense to ward off external (enemy) and domestic (terrorist) 
threats are vital for the implementation of the state protection 
function. In relation to the Permenkominfo, for instance, the 
Kemenkominfo is also in line with the protection function in 
some programs, such as the cyber security from unseen enemy 
attacks.

Basic paradigm of the country with its state administration role is 
not a “stopper” but a “helper”. Thus, in relation to the role of the 
state, the state should not turn off and stop the flow of information, 
but help the community to get the right information. Therefore, 
the determinants of information should be the people and the 
state to help the wishes of the community. If the state must play 
an optimal role to stop the flow of information, state decisions 
and actions must be in the last option as carried out through 
judicial power, not through administrative power. Termination of 
information flow is a judicial act while administrative power acts 
help the community and judicial power for this matter. 
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Policy Recommendations

Based on the findings of study and the policy analysis of 
the Permenkominfo No. 19 of 2014 on Handling Internet 
Websites Containing Negative Content, here are some policy 
recommendations that we submit. 

Making Legal Politics Control

The policy must begin by stating the clear legal politics that the 
rules want to achieve it. In legal politics, the basis of state policy 
it must be clear, particularly which public space must be secured 
and which private space must also be respected. In addition, part 
of this legal politics is to clearly regulate the real objective of the 
restrictions and to link the limitation obligations which should be 
subject to the rules made by the executive and legislative. Also 
straightening out the paradigm of controlling it is by placing the 
possible involvement of the judicial institution more strongly than 
the domination of administrative power.

Additional Appeal Mechanism in 
Websites Blocking Policies

The websites blocking policy is inseparable from the role of the 
state in protecting citizens in the digital era and the Internet. 
Even so, for all the time the websites blocking policy is still un-
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institutionalized well as seen from the blocking mechanism that 
results in a transparent, accountable, and fair process.

Therefore, the Kemenkominfo needs to vary the blocking 
mechanism by guaranteeing the rights and freedoms for related 
stakeholders to propose an appeal to the ministry, whether the 
blocking decision comes from another state institution. This 
is required in order that the Kemenkominfo can facilitate any 
decisions regarding the websites blocking from the judge’s point of 
view. As long as the Kemenkominfo’s policy exists, there has been 
a tendency to avoid some cases if the blocking recommendations 
come from other institutions. This tendency needs to be changed 
immediately because it will bring a complicated procedural 
precedent for entrepreneurs and citizens in the future.

Implementing the Permenkominfo 
through the Judicial Procedure

As previously explained, based on the Internet Freedom Index 
released by Freedom House in 2017, Canada is one of the countries 
with the highest-ranking position in the world. As Freedom House 
wrote in its report, there are no cases of site blocking or content 
deletion in Canada, which are not accompanied by permission or 
orders from the judiciary beforehand.

This evidence shows a very high level of independence for the 
judiciary in the country. As stipulated in the existing legislation, 
restrictions on human rights, including on freedom of expression 
and economic freedom, must be carried out based on the law. 
Related to the application of the Permenkominfo No. 19 of 2014, 
it should be noted the authority to restrict or close access to 
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certain websites on the Internet is a very large form of power. 
This is because it has a wide impact on what information can be 
accessed and consumed by the community as a whole.

For this reason, it is very important for the Kemenkominfo to 
restore the implementation of its policies through the legal 
process. The process of closing the website must be based on: 
clear, accountable and transparent mechanisms; independent 
bodies’ involvement; and law enforcement officials’ involvement. 
The Kemenkominfo must propose a website blocking request to 
the court, before the prosecutor’s office do the blocks. Most 
importantly, the blocking process must also be informed to the 
relevant parties and provide an opportunity to explain before the 
blocking is carried out.

This is very indispensable to prevent the government from 
taking unilateral actions that limit and violate human rights. 
Legal processes (not political processes) and involvement of 
other institutions and independent bodies and law enforcement 
officers are very essential as a means of checks and balances, 
as well as preventing abuse of power by the government in 
violating human rights.

Supervision Enhancement  
by Commission I of DPR RI

In addition to the supervision run out by components of civil 
society, the Commission of the House of Representatives (DPR 
RI) which has the authority related to telecommunications and 
information issues also needs to improve its supervisory function 
on the implementation of the Permenkominfo No. 19 of 2014. 
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We recommend that Commission I of the DPR RI to hold a 
hearing meeting (RDP) with the Kemenkominfo related to the 
implementation of the Permenkominfo No. 19 of 2014.

The RDP is important to be carried out periodically for Commission 
I in the DPR RI to carry out its supervisory functions, as well as to 
follow up on the polemics of the Permenkominfo’s implementation 
and its various impacts. RDP should be done openly and also 
invites victims of the blocking, either website owners, groups or 
other interested parties related to the blocking conducted by the 
Kemenkominfo. This transparent process is crucial to encourage 
the Kemenkominfo to be more accountable in implementing the 
Permenkominfo.

In the long term, the Commission I of DPR RI should to resubmit 
the revision of the ITE Law in the agenda of the National Legislation 
Program that will be discussed with the government. This is the 
most considerable factor considering that the Permenkominfo is 
based on the ITE Law in blocking websites containing negative 
contents. The ITE Law has given the mandate and authority 
to the Kemenkominfo to block websites that have negative 
content against the law. With the revision of the ITE Law, the 
Kemenkominfo must obtain a permit or order from the court first 
before taking steps to block and restrict access to websites or 
other public information in order to have strong legal provisions 
and avoid abuse of power. []
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Suara Kebebasan is a website for freedom. This website 
has a mission to promote ideas about freedom and provide 
a comprehensive understanding of freedom and market 
economy. Apart from active and interactive websites, we 
also encourage these efforts through social media and 
publications, as well as cooperation with strategic networks 
from either individuals or organizations that also induce 
ideas about freedom.

Vision for SuaraKebebasan.org is a free, prosperous and 
tolerant Indonesian society and an existing open discussion 
environment about ideas of freedom and market economy in 
public discussion and policy processes. Our primary target is 
young Indonesians and Indonesian people who care and are 
interested in ideas of freedom. SuaraKebebasan.org began 
its work in March 2015 with support from Atlas Network 
and Youth Freedom Network.

This website is present to meet the need for scarce 
information sources on freedom in the form of websites, 
especially for young people in Indonesia. Not only is providing 
information, but also SuaraKebebasan.org provides a forum 
for its readers to contribute in voicing ideas and opinions 
regarding freedom in particular of the Indonesian context.

Editor Team:
Adinda Tenriangke Muchtar (Editor in Chief)
Muhamad Iksan (Managing Editor)
Rofi Uddarojat (Managing Editor)



(Indonesia Freedom Foundation)
Yayasan Kebebasan Indonesia or YKI was established on 
October 27, 2017 and the foundation was registered 
as legal foundation from Ministry of Law and Human 
Rights Republic of Indonesia on January 30, 2018. YKI 
is aimed for umbrella organization for several initiatives 
including SuaraKebebasan.org website and Initiative 
for Market Reform and Policy Actions (IMPACT). 

YKI Boards Members are Poltak Hotradero, Ninasapti 
Triaswati, H Romo Aswicahyono, Nong Darol Mahmada, 
Nur Kholim, and Nurkolisoh Aman.  YKI is managed by 
Adinda Tenriangke Muchtar as Head of Management 
with Rofi Uddarojat as Secretary and Muhamad Iksan 
as Treasurer. YKI address is the Network Plus Jl. Jaksa 
No 4, RT.14/RW.2, Kb. Sirih, Menteng, Kota Jakarta 
Pusat, Daerah Khusus Ibukota Jakarta – Indonesia 
10340



Atlas Network, USA
Atlas Network increases opportunity and prosperity 
by strengthening a global network of independent civil 
society organizations that promote individual freedom 
and remove barriers to human flourishing. Atlas 
Network cultivates a network of partners that share a 
vision of a free, prosperous and peaceful world where 
the rule of law, private property and free markets are 
defended by governments whose powers are limited. 
To accelerate the pace of achievement by its partners 
in their local communities, Atlas Network implements 
programs within its Coach, Compete, Celebrate strategic 
model. Atlas Network address Two Liberty Center 
4075 Wilson Boulevard Suite 310, Arlington Virginia 
USA – VA 22203. 



Freedom of expression, freedom of argument, and freedom of 
doing business are parts of human rights. This is what must be 
encouraged and protected intensively by the government. In other 
words, however, the technological advances in particular of 
relevant information and cross-border transactions also have 
strictly produced the adverse negative e�ect disturbing the public 
security.  Based on the problem, the government through the 
Minister of Communication and Informatics (Menteri Komunikasi 
dan Informatika/Menkominfo) had issued the Regulation 
(Peraturan Menteri Komunikasi/ Permenkominfo) No. 19 of 2014 
on Handling Internet Websites Containing Negative Content.

As long as the Permenkominfo exists, its implementation also has a 
signi�cant impact on freedom of expression, freedom of argument 
and freedom of doing business in Indonesia. This also is a root 
cause why Suara Kebebasan, as a platform of activism for freedom 
in Indonesia, conducts this study on this Permenkominfo. The study 
we conducted from July to September in 2018, intends to �nd out 
the implementation of the Permenkominfo and encourages the 
policies of the Menkominfo which are transparent and e�ective in 
preserving freedom of expression and freedom of doing economy 
in Indonesia.
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